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STANBRIDGE LOWER SCHOOL
GENERAL DATA PROTECTION REGULATIONS POLICY
May 2023
1.  AIMS
1.1  Our school aims to ensure that all data collected about staff, pupils, parents and visitors is collected, stored and processed in accordance with the General Data Protection Regulations (GDPR) 2018.  This policy also complies with regulation 5 of the Education (Pupil Information)(England) Regulations 2005 which gives parents the right of access to their child’s educational record.
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3. DEFINITIONS
	Term
	Definition

	Personal data
	Data from which a person can be identified, including data that, when combined with other readily available information, leads to a person being identified

	Sensitive personal data
	Data such as:

· Contact details

· Racial or ethnic origin 

· Political opinions

· Religious beliefs, or beliefs of a similar nature

· Where a person is a member of a trade union

· Physical and mental health

· Sexual orientation

· Whether a person has committed, or is alleged to have committed, an offence
· Criminal convictions

	Processing
	Obtaining, recording or holding data

	Data subject
	The person whose personal data is held or processed

	Data controller (SCHOOL)
	A person or organisation that determines the purposes for which, and the manner in which, personal data is processed

	Data processor
	A person, other than an employee of the data controller, who processes the data on behalf of the data controller


4. THE DATA CONTROLLER
4.1  Our school processes personal information relating to pupils, staff and visitors, and, therefore, is a data controller. 
4.2  The school is registered as a data controller with the Information Commissioner’s Office and renews this registration annually. 
4.3  The school has two Data Protection Leads; Miss R Godwin and Mrs N Coupland who are responsible for ensuring the school’s procedures and processes comply with GDPR.
5.  DATA PROTECTION PRINCIPLES
5.1  We follow these data protection principles, or rules for good data handling:

· Data shall be processed fairly and lawfully

· Personal data shall be obtained only for one or more specified and lawful purposes

· Personal data shall be relevant and not excessive in relation to the purpose(s) for which it is processed

· Personal data shall be accurate and, where necessary, kept up to date

· Personal data shall not be kept for longer than is necessary for the purpose(s) for which it is processed

· Personal data shall be processed in accordance with the rights of data subjects under the Data Protection 2018.
· Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data, and against accidental loss or destruction of, or damage to, personal data

· Personal data shall not be transferred to a country or territory outside the European Economic Area unless the country or territory ensures an adequate level of protection for the rights and freedoms of data in relation to the processing of personal data

6. ROLES AND RESPONISBILITIES
6.1  The governing body has overall responsibility for ensuring that the school complies with its obligations under the General Data Protection Regulations 2018. Governors monitor compliance with GDPR in 6 monthly cycles.
6.2  Day-to-day responsibilities rests with the Head Teacher or the Senior Teacher in the Head Teacher’s absence. The Head Teacher will ensure that all staff are aware of their data protection obligations, and oversee any queries related to the storing or processing of personal data.

6.3  Staff are responsible for ensuring that they collect and store any personal data in accordance with this policy. Staff must also inform the school of any changes to their personal data, such as a change of address. 
6.4  The General Data Protection Regulations lead person in school is Miss R Godwin and Mrs N Coupland.  The lead person Miss R Godwin ensures a full GDPR audit is completed annually by an external company.

7. PRIVACY/SHARING OF DATA/FAIR PROCESSING NOTICE
7.1 Pupils and parents

We hold personal data about pupils to support teaching and learning, to provide pastoral care and to assess how the school is performing. We may also receive data about pupils from other organisations including, but not limited to, other schools, local authorities and the Department for Education.  All details are contained in our Pupil Privacy Notices available to read on the school website at www.stanbridge.beds.sch.uk 
7.2 Staff

We process data relating to those we employ to work at, or otherwise engage to work at, our school. The purpose of processing this data is to assist in the running of the school
We will only retain the data we collect for as long as is necessary to satisfy the purpose for which it has been collected.  All details are contained in our Staff Privacy Notices available to read on the school website at www.stanbridge.beds.sch.uk 
Any staff member wishing to see a copy of information about them that the school holds should contact the Head Teacher in writing using the Subject Access Requests forms available on the school website at www.stanbridge.beds.sch.uk 
8.  DATA SECURITY

8.1  Data security procedures detailing what staff can/can’t store on  laptops, ipads, notebooks, and any other mobile device including discs, USBs and external hard drives etc. are described in detail in this section.

8.2  All electronic data is categorised as public, restricted or protected.
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	Restricted Information Containing Sensitive Personal Data
	Protected Information
	Public Information

	Personal information related to pupils and staff contained in all Management Information Systems eg Integris, Classroom Monitor etc.  Examples of these are
SEN information, reports, academic results, medical information etc.
	School routines, schedules and management information
	Website and promotional materials, display material around school, school dates etc

	Should only be accessed by the Head Teacher and staff with designated passwords.

Teaching/Office Staff:  should only transfer restricted data using an encrypted USB, or Anycomms.  All transfer of paper records should be signed for
	Can be accessed by all staff on the shared curriculum area.

This is password protected.
	Accessed by all via websites


8.3  The procedures to ensure all members of the school staff know their access rights, data protection responsibilities and safeguarding responsibilities when using ICT are detailed in the Staff Acceptable User Policy.

8.4  All mobile storage devices are vulnerable to theft or loss and there are confidentiality risks when using these away from school.  Staff should not store any restricted information/data on mobile storage devices.  

8.5 The Head Teacher will keep a log of all mobile devices used and who they are allocated to. Staff should not use their own mobile devices in school eg laptops, ipads, external drives.  All mobile devices should be owned and issued by school.

8.6  We prevent unauthorised physical access to premises, equipment and interference to personal data.  We

· Restrict access to a “need to know” basis only. Access levels to management information systems are restricted by usernames and passwords and only designated members of staff allowed access to complete their work.
· Implement appropriate entry controls; doors, locks, alarms, security lighting

· Have effective visitor procedures eg signing in, name badges, escorting round building if appropriate.

· Locate equipment housing sensitive data in separate rooms protected by additional controls.

· Have a “clear desk” expectation of all staff during and at the end of the day

· All ICT equipment including mobile devices are username and password protected using strong passwords.  Have a 10 second lockdown/clearscreen  on all internal computers.

· Promptly collect documents from printers and photocopiers and ensure these are switched off outside business hours

· All mobile devices should be kept securely overnight and when not in use.

8.8  We prevent the exploitation of technical vulnerabilities by

· Using the latest versions of operating systems, web browsers, applications ensuring these are updated regularly.  Our ICT technicians manage this for us.

· We have a well configured firewall as this is recognised as the first line of defence against external attack and can help prevent data breaches by blocking malware and hacking attempts.

9.  DATA BREACHES

9.1  All breaches of security including cyber attack, loss or theft of mobile storage devices should be reported directly to the Head Teacher who will investigate this and implement a recovery/assessment plan.
9.2 A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more than just about losing personal data.
9.3  The full Data Breach Procedure can be found at the end of this policy in Appendix A and it can also be found on our website at www.stanbridge.beds.sch.uk 
Example
Personal data breaches can include:

· Loss or theft of personal data and/or equipment on which data is stored

· access by an unauthorised third party;

· deliberate or accidental action (or inaction) by a controller or processor;

· sending personal data to an incorrect recipient;

· computing devices containing personal data being lost or stolen; 

· alteration of personal data without permission; and

· loss of availability of personal data.
· Hacking attack

· Cyber attack

· Equipment failure

· Human error

· Unforeseen circumstances such as a fire or flood

· Flawed data destruction procedures
9.3 A personal data breach can be broadly defined as a security incident that has affected the confidentiality, integrity or availability of personal data. In short, there will be a personal data breach whenever any personal data is lost, destroyed, corrupted or disclosed; if someone accesses the data or passes it on without proper authorisation; or if the data is made unavailable, for example, when it has been encrypted by ransomware, or accidentally lost or destroyed.

9.4 Recital 87 of the GDPR makes clear that when a security incident takes place, you should quickly establish whether a personal data breach has occurred and, if so, promptly take steps to address it, including telling the ICO if required.

9.5 In the event of a security incident or data breach the following procedure will be followed:   
· Containment & Recovery 
Lead person to investigate; who needs to be informed; act to contain breach by recover losses and/or limit damage
· Assessment of ongoing risk
Establish what data involved; events; individuals affected; nature of harm and possible wider consequences
· Notification of breach
Within 72 hours Identify whether need to report to ICO; inform individuals; if reporting to ICO, include details of what happened and steps taken to mitigate/minimise impact
· Evaluation & Response
Identify weak areas in data security and implement measures to tighten security, monitor and improve
All staff should escalate a security incident to the appropriate person immediately so they can determine whether a breach has occurred.

9.6 When a personal data breach has occurred, we will establish the likelihood and severity of the resulting risk to people’s rights and freedoms. If it’s likely that there will be a risk then we will notify the ICO; if it’s unlikely then we won’t report it and our reasons documented. 
9.7  When reporting a breach we will provide 

· a description of the nature of the personal data breach including, where possible:

· the categories and approximate number of individuals concerned; andthe categories and approximate number of personal data records concerned;

· the name and contact details of the data protection officer (if your organisation has one) or other contact point where more information can be obtained;

· a description of the likely consequences of the personal data breach; and

· a description of the measures taken, or proposed to be taken, to deal with the personal data breach, including, where appropriate, the measures taken to mitigate any possible adverse effects.

9.8  If any individual is affected by the breach when it is likely to result in a high risk to their rights and freedoms they will be notified of this without undue delay.  The individual will be offered advice and support to help protect themselves from the effects of the breach.

9.9  We will provide the affected individual with 

· A description in clear and plain language, the nature of the personal data breach and, at least:

· the name and contact details of your data protection officer (if your organisation has one) or other contact point where more information can be obtained;

· a description of the likely consequences of the personal data breach; and

· a description of the measures taken, or proposed to be taken, to deal with the personal data breach and including, where appropriate, of the measures taken to mitigate any possible adverse effects.

9.10 We document all breaches even if they don’t have to be reported.

9.11 For a more detailed Data Breach procedure.  Please see the attached Data Breach Management Procedure.

10. STORAGE OF RECORDS
· Paper-based records and portable electronic devices, such as laptops and hard drives, that contain personal information are kept under lock and key when not in use.  All access keys are kept in a secure location.
· Papers containing confidential personal information should not be left on office and classroom desks, on staffroom tables or pinned to noticeboards where there is general access

· Where personal information needs to be taken off site (in paper or electronic form), staff must gain permission from the Head Teacher and then sign the electronic or paper records in and out from the school office using the Transfer of Records Receipt.  This is overseen by office staff who then complete the Transfer of Sensitive Data Log.  Office staff must ensure the receipt and log are signed when records are returned into the school building.
· Staff, pupils or governors SHOULD NOT  store PROTECTED AND SENSITIVE information on their personal devices   IPHONES – NUMBERS, RESULTS ETC

11. PASSWORD SECURITY
11.1 Electronic Records are password protected.  Passwords that are at least 8 characters long containing letters and numbers are used to access school computers, laptops, USBs and other electronic devices. 
11.2 Staff and pupils are reminded to change their passwords at regular intervals

12. DISPOSAL OF RECORDS
12.1  Personal information that is no longer needed, or has become inaccurate or out of date, is disposed of securely.   For example, we will shred or incinerate paper-based records, and override electronic files. We may at times also use an outside company to safely dispose of electronic records. 
12.2 We routinely “weed” electronic data and paper based records that are no longer relevant or out of date.
13. TRAINING
13.1 Our staff and governors are provided with data protection training as part of their induction process.  
13.2 All staff and governors are briefed on their GDPR responsibilities including the creation, use, maintenance, privacy of PII and eventual destruction of records.  They are briefed on security as set down in this policy.  GDPR responsibilities are refreshed with staff yearly and this forms part of our annual training.

13.3  Data protection will also form part of continuing professional development, where changes to legislation or the school’s processes make it necessary. 

14. MONITORING AND REVIEW PROCEDURES
14.1  The Governing Body is responsible for monitoring and reviewing this policy, and the Head Teacher has the responsibility for ensuring the procedures outlined in the policy are adhered to, as delegated by the Governing Body. 
14.2  Miss R Godwin and Mrs N Coupland checks that the school complies with this policy by, among other things, reviewing school records 6 monthly. 

14.3  The governing body will nominate a member to monitor the implementation of this policy during a monitoring visit every 6 months.

14.4 The Head Teacher will organize for an annual GDPR check by an external agency.

14.5  The school’s policy will be reviewed when:

· 2 years have elapsed.

· There has been a significant change in staff, pupils or the law.

· The school wishes to review the policy.

.
15. LINKS WITH OTHER POLICIES
· This data protection policy and privacy notice is linked to the freedom of information publication scheme. 
· E Safety Policy

· Staff Acceptable User Agreement

· Pupil Acceptable User Agreement

· Governor Code of Conduct

· Child Protection Policy
R J Godwin
Head Teacher
May 2023
This policy was ratified by the full governing body.

Date of Meeting: ………………………………………..

Signed ……………………………………………………………. Chair of Governors.
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